Risk Matrix

Consequence

Insignificant

Minor

Moderate

Major

Catastrophic

Isolated non-compliance of academic
quality processes or conduct which only
affect a specific cohort of students, subjects

Isolated failures and breaches in academic
quality or conduct with limited external
impact or interest from regulators. Breaches

Breaches which attract interest from
regulators to show cause or University put
on notice.

Loss of accreditation or significant qualifications
imposed by regulator for multiple courses.
Major breaches of academic policies or

Suspension or loss of TEQSA accreditation to
operate or provide educational services arising

from systemic academic governance failures and

February 2018 .
Teaching & or course. Events which do not concern of academic quality and standards with only accreditation requirements across multiple mismanagement.
Learning stakeholders such as regulators, localised impact to a particular faculty or faculties/disciplines. Loss of key academic
professional accreditation bodies or discipline and can be rectified within 12 partnerships. Multiple failures and breaches of
students. months. academic quality or conduct with considerable
external and reputational impact.
Non-compliances which do not affect Minimal impact on research funding and Loss of research income/performance which | 30-50% decline in research performance/output | Significant decline (> 50%) in overall research
integrity and can be managed internally. performance. Breach of integrity and can be recovered in next 12 -18 months due to loss of key research leaders, teams performance or output due to loss of key
Research Loss of research funding that is either compliance obligations, which can be resulting in a minimal decline in research and/or talent. Loss of major research funding research leaders, team and/or talent. Severe
insignificant or not central to research rectified without active regulator or funding | performance. Research breach which will contracts. Inquiry or investigation with adverse damage to reputation impacting on ability to
strategy. agency intervention. not impact reputation and integrity but is impact on reputation by regulators and/or secure future funding and engage with industry.
UNIUE HSITH{I DF subject to scrutiny by funding agencies. funding agencies on major research projects. Suspension of multiple/large research programs.
No disruption to services. Minor errors in Minor disruption to services for up to 1 Total cessation of service for up to 1 day Total cessation of service for up to 7 days and Total cessation of service for more than 1 week
CANBE RRA el Frar systems or processes requiring corrective month. and subsequent disruption of 1 - 2 months. subsequent disruption of 2 - 3 months. Trends and disruption over subsequent months for a
action, or minor delay without impact on show service has degraded. major facility. Business severely affected. Critical
_§ overall schedule. system failure.
e Occasional non-compliance with policy and Numerous instances of non-compliance with | Breach of contract, legislation or consent Breach of legislation, regulations, and contracts Serious breach of contract or legislation.
% Legal & procedures which are not legislated or policy and procedures which are not conditions where notice is required to which will result in penalty/fines or suspension Significant prosecution and fines likely. Potential
O ) regulated. Unlikely to result in adverse legislated or regulated. May result in Council, committees or ACT Auditor of activities. Actions required by Council, for litigation including class actions. Future
Compliance regulatory response of action. infringement notice. General’s Office, etc. Potential for external committees or ACT Auditor General’s funding, approvals, registrations, licensing
regulatory action. Office, or inquest, etc. jeopardised.
Guidance ERviTonmental No lasting detrimental effect on the Short term, detrimental effect on the Serious, discharge or pollutant or course of Long term, detrimental environmental of social Extensive detrimental long term impacts on the
X . X . environment i.e. harm, nuisance, noise, environment or social impact e.g. minor community annoyance within general impact i.e. chronic &/or significant discharge of environment and community i.e. catastrophic
The categories of risk are to be used as a guide only to help & Social . . . . K . . . . .
L fumes, odour or dust emissions of short- discharge or pollutants within local community that requires remedial action pollutant (between 1 -5 years to recover. &/or extensive discharge of persistent hazardous
make an assessment of consequence and likelihood. Leifyrass term duration community (less than 3 months to recover) (up to 1 year to recover) pollutant
To determine the Risk Rating, consider: — — — - — — - - bt - - S — — — .
) T I3 e e 2 s (e e ) el LB Injuries or aliments not requiring medical or | Minor injury or first aid treatment case. Non-life-threatening injuries causing Single death, permanent disability, life Multiple deaths or multiple life-threatening
- Health & Safety | first aid treatment. hospitalisation or multiple medical threatening injury or multiple serious injuries injuries.
usual form should it eventuate? treatments. causing hospitalisation.
e.g. the consequence of ‘A paper cut' is: Some public awareness, but little concern. Negative media report resulting in concern Negative media coverage which results in Reputational damage at national level and to an International level or long-term damage
- usual form: cut not requiring first aid treatment Issue resolved internally. by Government, students, businesses or loss of some Government, student, staff, extent, at an international level. Loss of resulting in loss of Government, student, staff or
- extreme form: cut resulting in an infection, blood Ethics & local community. commercial or local community support; significant Government, student, staff or local international and local community support, with
poisoning Reputation potential Government agency enquiry. community support. Intense public, political and | sustained negative media attention. Affects
and death. media scrutiny e.g. front page, TV, social media commercial functioning of the University. The
2) what is the likelihood of that consequence? tsunami, etc. Widespread attention affecting issue is related to the core of our institution
stakeholder confidence.
Financial <$5000, or 1% of budget for unit or project 1-5% of budget for unit or project budget 5-10% of budget for unit or project ($200k 10-20% of budget for unit or project (51m to >20% of budget for unit or project (or above

Frequency
Almost Once a year or .
. Expected to occur >1in 10
Certain more
Once every 1-3
Likely Will probably occur Y 1in10- 100
- years
. Might occur at some time Once every 3-5 .
Possible . 1in 100 - 1,000
in the future years
Once every 5- 10
Unlikely | Could occur but doubtful year‘; 1in 1,000 - 10,000
May occur in exceptional Once every 10 - .
Rare . <1in 10,000
circumstances 100 years

Reporting

Priority Suggested Timing of Treatment

Short term — within 1 month**
Treatment Action Plan required

(up to $50K for a strategic risk).

($50k - $200k for a strategic risk).

to $1m for a strategic risk).

Risk reported to:

Vice-Chancellor,
VCG, ARMC/ Board***

Medium term — within 3 months
Needs senior management attention
Treatment Action Plan required

Risk Register

Strategic

Review timing

Bi-annually**

Monitoring and Review

Reviewed &

approved by:

Vice-Chancellor, VCG

Reported to:

ARMC, Council (every meeting)
Risk and Audit team

Deans, Directors, VCG,
ARMC/ Board***

Within 1 year
Specify management responsibility

Operational

Bi-annually**

Portfolio Head, Dean or Director

ARMC. VCG
Risk and Audit team

Managers, Supervisors

Ongoing control part of management
system - Manage by routine procedures

Program, Project or
Event

At key milestones or
more regularly**

Program/Project Manager, Board
and/or Steering Committee

ARMC (major proj.)
Program/Project Sponsor Steering
Comm. Risk and Audit team

All staff

Key:

* Priority for attention
** Controlled entities are required to repo

rt to their relevant Board.

$5m for a strategic risk).

$5m for a strategic risk).

Control Effectiveness

Control Effectiveness Rating (CER)

Controls are well designed and working

effectively. No more to do except to continually

review and monitor the existing controls.

Room for Improvement

Most controls are designed correctly and are in

place and effective. More work is required to
improve operating effectiveness and reliability.

No controls operating or existing controls are
reactive and/or poorly designed.

Note: Extreme and High risk especially where the risk relates to people and personal injury require us to act immediately to take steps to fix the problem.




